Minitrack Introduction
Research on the positive aspects of Information Technology (IT) implementations in healthcare abounds. Electronic medical record systems (EMR) and other advanced IT solutions have the potential to reduce healthcare costs, increase quality of care, standardize best practices and allow physicians and patients access to interoperable medical records globally.
However, there are many potential negative aspects and consequences associated with complex IT implementations in healthcare that remain underresearched. Such negative consequences can range from misuse of EMR systems, increased physician workload, workflow inefficiencies, dehumanizing of the patient-provider interaction, user workarounds, physician/nurse/patient dissatisfaction to security attacks and hospital data hacking and ransoming, patient privacy issues, increased hospital costs, HIPAA violations, increased difficulties in information sharing among healthcare entities, and abandonment of costly EMR projects among many other things.
This minitrack focuses on research associated with any unintended, negative aspects of IT implementations in the healthcare domain at various levels of analysis, individual, organizational or societal. Such research should help inform both academics and practitioners of unintended negative consequences from complex IT implementations and introduce possible solutions to alleviate such negative impacts.
Paper submissions
Six papers were accepted for presentations in this minitrack (one was withdrawn). All papers touched upon unintended consequences related to system implementations in the healthcare field.
Paper
1: Demigods of Technology Use -How Beating the Overconfidence Bias Can Prevent Medical
Errors is by a group of researchers from the University of Sweden, Frederike Marie Oschinsky, Marius Müller and Bjoern Niehaves. This paper looks at the impact of human cognitive biases in the physicians' decisionmaking process and their impacts on medical error occurrences. Cognitive biases, defined as errors in the thinking process based on an attempt to over simplify information processing, may result in the wrong conclusions when interpreting the information. This research in progress paper proposes a mixed-method investigation into how cognitive biases may be related to unintended outcomes including avoidable hospitalizations, complications related to a procedure, unnecessary tests or medication, and overall, medical errors. Results from a case study suggest that a general practitioner working with computerized systems, is more likely to make a mistake during the treatment stage when prescribing a medication to a patient. This type of error has a snowball effect and will result in other errors such as a wrong prescription.
Paper 3: Measuring Cyber Security Awareness within Groups of Medical Professionals in Poland is
by Tomasz Hyla and Luiza Fabisiak from Poland. Cyberattacks in the healthcare industry can have many negative consequences on the availability, confidentiality and integrity of medical records and can pose serious risks to patients via medical identity thefts. Using a survey based on cybersecurity recommendations from the European Union Agency for Network and Information Security and the U.S. Department of Health and Human Services, the authors study the cybersecurity awareness of medical professionals in Poland. Results paint a rather dark picture with respect to the clinical providers' knowledge regarding information security in Poland. These results are worry some since cyber attackers could exploit the weakest link -the medical professionals rather than technical security measures. 
